


3

«

Preamble «

Preamble

Dr. Jürgen Krieger (BASt)) 		       Bernhard Kohl (ILF) 		       Marko �ibert (ELEA) 		      Drago Dolenc (DARS)

Trans-national transport routes play a vital role in goods traf�c 
and the supply of the population and are a necessary prerequi-
site for ensuring that Europe remains competitive. Besides the fact 
that roads have be safe, they also have to be secure from attacks,  
natural disasters and accidents and any disruptions or ma-
nipulations that could affect their availability and their level of  
service.

Important road infrastructures like bridges and tunnels very often 
have a bottle-neck function. Even minor disruptions can cause 
domino effects that can lead to temporary supply bottlenecks and 
signi�cant losses for the economy. Disruptions or manipulations of 
these infrastructures should therefore, to the extent possible, be 
brief, infrequent, manageable and minimally detrimental to the wel-
fare of the population and the society.

Up to date, no common approach to identify, quantify and  
assess security risks and the identi�cation of possible protection 
measures for road infrastructures exists. This manual, as a �nal 

product of the EU project SecMan, supports owners and operators 
of European road infrastructures in the management of security 
risks and thereby contributes to an adequate and equal level of se-
curity throughout the Union.

Furthermore, the manual supports the European Security  
Strategy in bringing together the different instruments,  
methodologies and practices across Europe. By learning from 
each other and exchanging knowledge on the security of trans-
port structures in Europe, best-practices are identi�ed. In the 
end, the European society and economy pro�t from a more  
secure European transport system.

We are happy to be able to present you the results of our  
research over the past two years and we hope that you  
enjoy reading and applying this manual. Finally, we would like to 
thank the people behind the project consortium for the fruitful co-
operation and the valuable inputs without which this manual would 
not have been possible.
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» Acronyms

Acronyms
AADT Average Annual Daily Traf�c

BLEVE Boiling Liquid Expanding Vapour Explosion

CAV Criticality-Attractiveness-Vulnerability

CI Critical Infrastructure

CIP Critical Infrastructure Protection

DG Dangerous Goods

DP Damage Potential

ECI European Critical Infrastructure

EPCIP European Program for Critical Infrastructure Protection

EU MS European Union Member State

FOA Feasibility of Attack

HGV Heavy Goods Vehicle

IED Improvised Explosive Device

ISO International Organization for Standardization

IT Information Technology

ITA International Tunnelling Association

NATM New Austrian Tunnelling Method

RABT Guidelines for the equipment and operation of road tunnels, Germany

SeRoN Security of Road Transport Networks, Project

SKRIBT Schutz Kritischer Brücken und Tunnel im Zuge von Straßen  
(Protection of Critical Bridges and Tunnels in a Road Network)

TBM Tunnel Boring Machine

TEN-T Trans-European Transport Network

WP Work Package
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Term De�nition Source

Asset An item of value or importance. Assets may include physical elements, cyber elements (information 
and communication systems), human or living elements (critical knowledge and functions) SeRoN

Consequence The outcome of an event in terms of damage to the health of people, to property or to the  
environment. SeRoN

Consequence 
Analysis Systematic procedure to describe and/or calculate consequences. PIARC

Construction 
Method

The method by which a tunnel is constructed, usually either conventional/TBM, cut and cover or 
immersed SecMan

Control Staff All employees dealing with traf�c and/or technical management. PIARC

Critical  
Infrastructure

An asset, system or part thereof which is essential for the maintenance of vital societal functions, 
health, safety, security, economic or social well-being of people, and the disruption or destruction 
of which would have a signi�cant impact as a result of the failure to maintain those functions�  
(cf. [EC, 2008])

SeRoN

Critical Situation Situation (congestion, vehicle breakdown, accident, �re) requiring special attention or action from 
users. PIARC

Criticality Criticality refers to the transport network, meaning that it indicates the importance of a speci�c 
network section to the functioning of the whole transport network. Hence, a structure can be  
vulnerable to a speci�c threat but not critical to the network if it is located on a non-critical  
network section. On the other hand, it may be critical for the functioning of the network but less 
vulnerable to a speci�c threat.

SecMan

Detection The action of being aware of the occurrence of an event. [Generally, a detection can be human 
(see, hear, smell, etc.) or depend on a system (heat detection, automatic incident detection,  
CO level, etc.]

PIARC

Emergency Sudden, unexpected event requiring immediate action owing to potential threats to health and 
safety, the environment, or property PIARC

Emergency  
Operation Plan

Plan that each service or agency and the tunnel operating body has and maintains for responding 
appropriately to hazards. PIARC

Emergency  
Preparedness

The discipline that ensures a covered entity�s readiness to respond to an emergency in a  
coordinated, timely, and effective manner. PIARC

Emergency  
Services Fire-�ghters, police and medics. PIARC

Event Occurrence of a particular set of circumstances, which may cause harm PIARC

Graduated  
Security Measures Measures which can be activated according to varying risk and threat levels 2008/114/EC

Frequency The number of times a speci�ed event occurs within a speci�ed interval (e.g. accidents per year). PIARC

Harm Physical injury or damage to the health of people, or damage to property or the environment. PIARC

Hazard Potential source of harm. PIARC

Hydrogeological 
Conditions Conditions dealing with water below the earth�s surface and the geological aspects of it. SecMan

Incident Abnormal and unplanned event (including accidents) adversely affecting tunnel operations and 
safety PIARC

Acronyms
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Permanent 
Security Measures

Measures which identify indispensable security investments and means which are relevant to be 
employed at all times, such as technical measures (including installation of detection, access 
control, protection and prevention means); organizational measures (including procedures for 
alerts and crisis management); control and veri� cation measures; communication; awareness 
raising and training; and security of information systems.

2008/114/EC

Predominant 
Geotechnical 
Conditions

The conditions of the surrounding material around a tunnel, usually either stable rock or soft soil. SecMan

Probability Likelihood that an event may occur, expressed as a number between 0 and 1. PIARC

Probability 
Analysis Systematic procedure for describing and/or calculating the probability of a future event PIARC

Quantitative 
Risk Analysis A risk analysis method based on numerical calculations. PIARC

Risk Combination of the probability of occurrence of harm and the severity of the harm (ISO IEC 51). PIARC

Risk Analysis Systematic use of available information to identify hazards and to estimate the risk PIARC

Risk Management A systematic process undertaken by an organization in order to reach and maintain a tolerable 
level of risk PIARC

Road Network The complete system of the routes pertaining to road transport, available in a particular area, 
usually the entire network the user of this manual is responsible for. SecMan

Road Network 
Part A de� ned extract of a road network with multiple routes. SecMan

Road Section A de� ned extract of a part of a road network, based on differences in the traf� c parameters SecMan

Safety The protection of transport structures against unintentional events such as accidents, covered by 
relevant standards SecMan

Security The preparedness, protection and preservation of transport structure against intentional man-made 
events SecMan

Scenario A combination of events, system states and conditions that lead to an outcome of interest. This 
set of events and conditions may be used in a risk assessment or other model. For example it may 
include a speci� c threat to an asset or object, with associated probabilities and consequences

SeRoN

Single / Dual Shell In a single shell tunnel there is only one lining while in a dual shell tunnel, the hull consists of an 
outer lining (shot-concrete) and an inner lining (in-situ) SecMan

Single / Multiple 
Cell

In a tunnel with a rectangular cross section, the cells may be divided by a partition wall into 
multiple cells SecMan

Superstructure 
Section (Bridge)

All elements of a bridge that bear loads, situated above the supports are regarded as the 
superstructure. It carries the traf� c. SecMan

System (Bridge) The statically system of a bridge de� nes the design method of a bridge SecMan

Threat Any circumstance or event with the potential to cause the loss or damage to an asset. In the case 
of terrorism threat represents intention and capability, as well as the attractiveness of that asset 
relative to alternate assets. In the case of �natural� hazards threat refers to the historical (or 
estimated) frequency of the natural event to which the asset may be subjected. In both cases 
for the purposes of risk analysis the threat is de� ned as the likelihood the event will occur.

SeRoN

Tunnel Control 
Centre

Operation centre dedicated to control and coordinate the operation of a tunnel and to maintain, 
where required, communication between operating personnel and other agencies concerned. PIARC

Vulnerability The characteristics and circumstances of a community or system or asset that make it susceptible to 
the damaging effects of a hazard (threat, event). It is linked to risk by a speci� c event or scenario. SeRoN
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Transport is one of the most important sectors for the European 
economy and society as a whole, with its infrastructure being 
essential for the well functioning of the entire network. Owners 
and operators of these infrastructures today are faced with multiple 
challenges to ensure the smooth operation of traf� c within their 
responsibility. These challenges can range from normal traf� c to 
accidents as well as major disruptions due to intentional attacks.

The present manual deals in particular with the protection of road 
infrastructure, such as runnels and bridges, against man-made 
intentional threats. It presents a thorough yet simple 4-step proce-
dure for the assessment of infrastructures in respect to their critical-
ity for the network, attractiveness for an attack and vulnerability 

of the object itself. This approach enables the user to identify weak 
spots in the road network with regards to multiple security hazards 
and supports the decision on the allocation of attention towards a 
reduced number of highly critical, attractive or vulnerable objects. 
Furthermore, a number of measures are introduced and presented to 
the user in a comparable way. Hence, possibilities for the protection 
of the identi� ed infrastructure are given.

The open and holistic approach of the methodology allows for a 
European-wide application of the methodology, supporting the 
security of transport infrastructure and thus the security of Europe�s 
arteries; the transport system.
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 I

Part 1: Basics 
The following part introduces the background, motivation, purpo-
se and bene� ts of the manual as well as its scope and limitations. 
Furthermore, the three underlying principles of the methodology are 
explained.

1. Introduction
The following handbook was developed for road infrastructure 
owners and operators to assess their infrastructure regarding 
security hazards and identify potential measures for the protection 
of the former. It is a ready-for-practice manual, allowing the user 
to develop an understanding of security risks towards his network. 
The result is a comprehensive assessment of the investigated road 
structures, enabling the user to obtain a � rst indication of which 
structures might be potentially critical or vulnerable and what 
measure could be introduced to tackle these issues.

1.1 Background and Motivation
Trans-national transport routes play a vital role in goods traf-
� c and the supply of the population. In this respect, critical road 
infrastructures like bridges or tunnels can have a bottle-neck func-
tion, any disturbance of which could lead to negative consequences 
for the population and the economy. Up to date, no ready for practi-
ce handbook dealing with the security of these infrastructures exist. 
However, there is an apparent need for the harmonisation of the 
identi� cation of critical and vulnerable road infrastructures in Euro-
pe. Differences in security standards and equipment as well as a lack 
of knowledge of important sections or structures within road net-
works across Europe could negatively affect the security of transport 
routes and hence the supply chain within the European economy.
Since the events of September 11th 2001, terrorism and other 
security related threats have gained importance in various � elds in 
Europe, with transport infrastructure as an easy target with immen-
se potential consequences for owners, users and the society as a 
whole. Since then, much research has been conducted on the iden-
ti� cation and assessment of vulnerable transport infrastructure in 
respect to various threats [SeRoN, SKRIBT]. However, the results of 
this research have not yet been applied in the day to day business 
of owners and operators of these infrastructures. This manual aims 
to bridge this gap between academia and practice and introduces 
a ready for practice guide on how to identify and assess existing 
highway sections and structures as well as provide a � rst indica-
tion on which measures could be introduced in order to reduce the 
damage potential of a certain threat to a road structure or highway 

section. On a general level, this manual aims to contribute to the 
strengthening of the resilience of the European Transport Network 
against various man-made hazards. Furthermore, the awareness 
of the road owners and operators with respect to these types of 
hazards is increased.

1.2 Purpose and Bene� ts
In light of the recent EU Directives [2008/114/EC] this manual 
supports the European efforts for a homogenous, collective metho-
dology for the identi� cation of critical infrastructures and adequate 
security measures. It provides road owners and operators with an 
easy to manage, practice-oriented tool for the assessment of their 
infrastructure. Furthermore, a risk based approach for the assess-
ment of road infrastructure is made available, while at the same 
time identifying possibilities for detailed, in-depth quantitative 
follow-up analyses.
Another bene� t of this manual is to foster the debate between 
academia and practice. As stated above, much research has been 
conducted on this topic. However, dif� culties may occur when these 
results are applied in real day-to-day situations. Hence, the approach 
of this manual is to be as detailed as possible while still being 
accessible for practicable use. Additionally, the manual was deve-
loped to be applicable across Europe. While this necessarily meant 
the reduction of the level of detail of the assessment, it makes the 
results comparable and fosters the harmonization of practice across 
the EU.

2. Scope and Limitations
In general, the presented methodology provides a holistic assess-
ment of road structures concerning their criticality, vulnerability 
and potential security measures. Although being widely applicable 
across Europe, the presented methodology has few limitations with 
regards to its scope, the threats investigated and the structures 
under consideration. In general, the manual deals with road infra-
structures such as bridges and tunnels. These infrastructures were 
categorized to make the method as detailed as possible while at 
the same time being as concise as necessary for the applicability of 
the former. In the frame of a holistic security assessment, other en-
gineering structures can in certain cases also be of relevance. Never-
theless, by addressing major road infrastructures (bridges, tunnels) 
this security manual gives a � rst indication on the most relevant 
structures in a road network.
Furthermore, only man-made hazards are considered. This means 
that natural threats, such as extreme weather events, or minor 
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» Figure 1 - Methodological Flowchart
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accidents are not considered in the methodology. Additionally, it 
has to be stated that the scenarios which were investigated do not 
include cyber threats. Although this issue has been identi�ed to be-
come increasingly important in the next years, detailed investiga-
tions are necessary to adequately assess and evaluate the impact of 
a cyber-attack on road infrastructure. The focus of the approach is 
on the availability of a road network. Hence, only threats were con-
sidered which may cause damage to the structure itself. This means 
that threats which have an effect only on the user of the structure 
are not part of the methodology. In addition, no combinations of th-
reats, for example an explosion with a simultaneous contamination 
with a hazardous substance, are addressed. During the development 
of the relevant scenarios resulting from the identi�ed threats, the 
scenarios with the highest consequence were considered.
During the measure selection process, no quanti�cation of the effec-
tiveness of the measures is given. Hence, the set of measures should 
be seen as a �rst indication on what could be done. Further recom-
mendations are given where deemed relevant. Combined effects of 
measures are not included in the selection process.
In summary, the present manual gives the user a �rst indication 
on the criticality/vulnerability of his road infrastructure. A detailed  
analysis could be necessary, depending on a case-by-case situation.

3. Principles
The manual has two basic underlying principles:
The methodology follows a four step procedure, where each step 
may either be executed individually or in combination with the 
others.
Furthermore, the manual employs a two level approach, meaning 
that the entire assessment of infrastructures can be done via this 
methodology on a semi-quantitative basis (level 1), keeping in mind 
that detailed, object speci�c investigations are not part of this ma-
nual but may be necessary in order to fully assess the respective 
transport network (level 2).
In general, the manual is based on expert judgement. The default 
values which are given in the methodology have been developed 
during the course of the project SecMan in several internal as well 
as external project workshops in consideration of road infrastruc-
ture experts from various �elds. These values can be changed by the 
user, if case-speci�cities require him to do so.

3.1 Four Step Procedure
The methodology of the Security Manual for European Road In-
frastructure is divided into four steps. Step 1 is comprised out of 
the criticality and the attractiveness assessment, step 2 entails the 
vulnerability analysis and step 3 combines the results from the pre-
vious steps into a comprehensive matrix. Finally, step 4 introduces  

protection and mitigation measures for the identi�ed objects. 
The assessment procedures act either on network or object level. 
During the assessments on the network level, a part of the network 
with different sections is studied. On the object level, individual  
objects are checked with more speci�c parameters.

3.2 Two Level Approach
The methodology is divided into 2 levels of detail. The methodology 
presented in the �owchart (see Figure 1) acts on level one, meaning 
that it gives a �rst overview on the criticality of certain sections 
or the vulnerability of certain objects within a given road network. 
However, in the course of the method, several points are identi�ed 
where a more detailed analysis is necessary to obtain a holistic and 
in-depth analysis of the road network and/or the structure. At these 
points, recommendations are given which procedures or analyses 
are most effective or useful in the respective cases.

PA
RT

 I
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2. Step Two

2.1 Introduction
Step 2 is an object-speci� c assessment of a tunnel or bridge regar-
ding certain threat types called vulnerability assessment (see Figure 
5). On the one hand, this step can be used individually in order to 
assess a speci� c object. On the other hand, this step can be used 
as one of the four steps in terms of the overall assessment of a 
network. However, it is recommended to use step 1 as pre-selection 

method in order to reduce the amount of objects which have to be 
assessed in more detail in step 2.
The output of this step is a quantitative value called �vulnerability 
score� which is crucial input for the following assessment procedu-
res.

In traf� c safety the term �risk� is often used, which is calculated by 
multiplying the chance (or probability) of a particular event occur-
ring, with the impact (or consequence) associated with that event 
(risk equation). In the present context, a similar equation is used in 
order to de� ne the vulnerability score as the product of �feasibility 
of attack� and �damage potential�.
In terms of security, it is very not possible to deal with the probabi-
lity of an intended event. Therefore, the term �feasibility of attack� 
was de� ned. It is determined using several aspects including the 

complexity of the attack and the capability of the attacker. To deal 
with the consequences of an intentional threat, the outcome of a 
very unfavourable scenario for the structure is assumed. Therefo-
re, the damage potential comprises the potential material damage 
quanti� ed by the time until the object can be used again (�out-of-
service time�).
In Figure 6, the transition from probability, consequences and risk 
to feasibility of attack, damage potential and vulnerability � from 
safety to security � is shown.

» Figure 5 � Step 2 (Vulnerability)

» Fig ure 6: Risk vs. Vulnerability
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2.2 Threats
As mentioned, the vulnerability assessment is a procedure to assess 
tunnels and/or bridges regarding certain threat types. In total, four 

threat types are considered relevant for both object types; whereas 
some are divided into sub-types (see Figure 7).

» Figure 7: Set of relevant threats for tunnels and bridges

For tunnels explosions and major �res are within the tunnel tubes 
are relevant. Arson, projectiles and sabotage are only relevant for 
local tunnel operation centres and ventilation stations for smoke ex-
tractions systems. In case a tunnel includes one of these two special 
infrastructures, the vulnerability of the accompanying object has to 
be added to the respective tunnel vulnerability.
Additionally, for each speci�c threat a very unfavourable scenario 
for the structure was selected in order to develop the default values 
given in the user sheets. Due to very sensitive information on the 
weak spots of tunnel and bridge structures, these reference scenari-
os are not published in this manual.

2.3 Categorization
In practise, a wide variety of tunnels and bridges exists with each 
object having its speci�c properties. For the purpose of an assess-
ment of these infrastructures and for the sake of comprehensibi-
lity, the infrastructures are categorized into a condensed number 
of representative object types. The criteria for the categorization of 
tunnels and bridges show huge distinctions between both tunnels 
and bridges. That is why they have been separated.

Part II: Method & Guidance «

Threats-Tunnel

Explosion Fire Mech. impact Criminal Activities

Small Explosion Arson Projectiles Sabotage

Medium Explosion Major Fire

Major Explosion

BLEVE

Threats-Bridge

Explosion Fire Mech. impact Criminal Activities

Small Explosion Suf�cient Size Ramming Sabotage

Medium Explosion

Major Explosion
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2.3.1 Tunnels
Figure 8 shows the categorization of tunnel structures based on the 
following �ve criteria:
» Predominant geotechnical conditions
» Construction method (Conventional / NATM, TBM)
» Hydro-geological conditions
» Single shell vs. Dual shell
» Single cell vs. Multiple cells 

Additionally, Local Tunnel Operation Centers and Ventilation  
Stations for Smoke Extraction Systems have been considered as  
relevant components of tunnel systems. For certain threat types 
of attack (e.g. sabotage) these components are crucial for the  
secure operation of the overall tunnel system. Including those two  
additional tunnel related components the categorization results in a 
total number of 20 tunnel types.

» Figure 8: Tunnel categorization

» Figure 9: Bridge categorization

» Part II: Method & Guidance
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2.3.2 Bridges
Figure 9 shows the categorization of bridge structures based on 
the following four criteria:

» System

» Span or height

» Construction material

» Superstructure cross-section

Including the special type of movable bridges a total number of  
19 bridge types evolve.

 2.4 Vulnerability Assessment
For the actual assessment procedure in step 2 the manual provides 
the user a set of user sheets (see Annex) where for each object type 
default values of the vulnerability score are given. Based on the cate-
gorization tables showed in Figure 8 and 9, detail sheets are availa-
ble for each bridge and tunnel type. These sheets show a breakdown 
of the total vulnerability score into a set of relevant threats. Further-
more, for each threat type the two components (damage potential, 
feasibility of attack) are shown (see Figure 10). In practice, the user 
can adapt the given default values according to the speci�c situati-
on. Due to the huge variety in tunnels and bridges it is recommended 
that (if necessary) both damage potential and feasibility of attack 
shall be modi�ed for every object within the study.

» Figure 10: Typical user sheet for 
vulnerability assessment

Part II: Method & Guidance «
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2.4.2 Damage potential
As mentioned in the introduction, the focus of this manual is on the 
availability of important traf� c infrastructure in order to maintain 
the functionality of important transport routes. In this respect, the 
relevant criteria for the assessment of the damage potential of an 
attack is the usability of a relevant transport infrastructure. There-
fore, the relevant parameter to measure the consequences of an 
impact is the out-of-service time.

This parameter measures both the damage caused to the construc-
tion by a speci� c scenario and the typical reconstruction time of 
a speci� c structure (time required to repair or replace a damaged 
structure) in an integrated approach.

However, this value cannot be taken as prediction of the real recon-
struction time of a speci� c structure, which may differ considerably 
in dependence of local and individual parameters. The maximum 
value was set to 36 (months). The reconstruction time also inclu-
des replacement of equipment (e.g. tunnel equipment, if an attack 
destroys equipment but does not hamper the structure), the repair 
of deformation (e.g. for bridges � in situations, where the structure 
does not collapse).

2.4.3 Output
The vulnerability assessment is on object level, meaning it has to 
be repeated for every object within the study. The user can either 
use the default values or modify them for the individual bridge or 
tunnel. For this purpose, the out-of-service time and/or the dif� culty 
to accomplish the � ve subsequent steps for a successful attack can 
be adapted for individual threat types.
Based on the resulting vulnerability score, objects within a part of 
a network can be ranked according to their vulnerability against a 
set of threats. This information is important for the decision-making 
process in step 3. 

2.5 Further recommendation
The vulnerability assessment in step 2 is a rough approach in order 
to identify the most vulnerable objects in a network. For a more de-
tailed assessment of the most vulnerable infrastructures it is recom-
mended to perform a risk analysis on object level. In order to assess 
the damage potential of individual objects, simulation tools for � res, 
explosions or ramming can be used. In the research projects SeRoN 
(http://www.seron-project.eu) and SKRIBT (http://www.skribt.org) a 
variety of detailed analyses has been performed. For more informa-
tion please visit the respective website or the publically available 
reports.
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3. Step Three

3.1 Introduction
Step 3 is a simple procedure on network level combining all outputs 
from the previous assessment steps and neatly arranges them in 
the �CAV-matrix� (Criticality-Attractiveness-Vulnerability) with the 
objective to sort or rank objects based on the three parameters and 
to support the decision-making process concerning security-relevant 
aspects. At this stage of the process strategic aspects are coming 
into play: the methodology produces a structured survey of more or 

less critical/ attractive or vulnerable objects, but does not automat
cally produce an unambiguous ranking; to achieve this, the user has 
to set priorities for the individual security parameters or introduce 
other aspects relevant for a decision.
This step can be skipped if only individual objects are to be assessed 
based on their vulnerability. The CAV-matrix is crucial input for the 
measure assessment in step 4.
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» Figure 12:  Step 3 (CAV-Matrix)

» Part II: Method & Guidance

Measure Selection

Object LevelNetwork Level
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Basically, the matrix is a summary of all results in order to allow for 
a ranking of the different CAV parameters according to the user�s 
needs. After �lling in, all values for the three CAV-parameters, the 
user can sort objects in the matrix based on the given priority of 
each column. Which CAV-parameter is most important depends on 
the demands of the user.
This method does not de�ne priorities for the three CAV-parame-
ters, but it enables a ranking procedure of infrastructures. If the  
strategic goal would be the availability of the traf�c network, a pos-
sible approach could be to assess �rst the objects within the most 
critical sections. However, other approaches are possible depending 
on each individual problem.
On the SecMan-website a simple software tool can be  
downloaded which shall support to set up the CAV-matrix and 
rank sections and objects according to the de�ned priorities  
(see http://www.secman-project.eu).

» �In the end, the matrix shall support the user in answering the 
question which section or object in the network is the most  
critical, (and what are the reasons for this result), and

» �in the decision-making process for which objects on which  
sections measures shall be implemented �rst.
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3.2 Methodology
In more detail, the inputs for the matrix are:

» Step 1A: Criticality (network level)
» Step 1B: Attractiveness (object level)
» Step 2: Vulnerability (object level)

The three CAV-parameters are summarized into a table according to 
Figure 13. In the left columns, the road network sections are listed 
including their criticality. On each section, a number of objects (tun-
nels and/or bridges) exist, where each has a certain attractiveness 
and vulnerability.

» Figure 13: CAV-Matrix (abstract illustration)
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4.2 Categorizatio of 
measures
In the manual the 
measures are grouped 
according to the fol-
lowing table.

Measure type Description
Network level measures Network level measures are relevant for the entire network part under consider-

ation. This means that measures are implemented for entire road network parts and 
not the objects on the former. The measures selection in is not affected by variation 
in the characteristics of the network part. Additionally, network measures are 
ef� cient to mitigate Criticality and Feasibility of attack.

General object level measures General object level measures cover those measures, which are relevant for all 
objects (bridges, tunnels and accompanying infrastructures). General measures are 
ef� cient to mitigate Criticality and Feasibility of attack.

Measures 
for bridges

All bridges Object level measures which are valid for all bridges.

Different bridge 
types

Object level measures which are relevant for speci� c bridge types according to Step 
2 of the methodology. 

Measures 
for tunnels

All tunnels Object level measures which are valid for all tunnels.

Different tunnel 
types

Object level measures which are relevant for speci� c tunnel types according to Step 
2 of the methodology.

Measures for accompanying 
infrastructures

Three additional object types are added: Operation and Control centres, Ventilation 
Stations for Smoke Extraction Systems, Other electro-technical objects and 
elements.»  Figure 15: Categorization 

of measures

4. Step Four

4.1 Introduction
In general, the aim of the measure selection process is to 
present the user a decision support for the selection of measures for 
structures or network sections which have been prioritised during 
the previous step. The process is automated to allow the user to 
apply different measures and test them in a repetitive manner. To 
increase the ef� ciency and transparency of such repetitive pro-
cess, simple yet ef� cient software was developed. Hereinafter, 
general descriptions and de� nitions are given. More details and the 
background can be found in the measures selection software user 
guide, which is available for download together with the software 
itself on http://www.secman-project.eu.
It is important to understand that the measure selection process 
gives a � rst indication on what possible security measures could be. 

Therefore, the results obtained need to be compared and analysed 
diligently against object/network speci� c data which could affect 
the risks and ef� ciency of counter measures but are not comprise in 
the step 1, 2 or 3.
Furthermore as already stated previously, the user must clearly 
distinguish between safety and security measures. At the moment, 
many safety measures are already included in the design and ope-
ration of the observed objects or networks. With detailed analyses, 
which are not part of this manual, it can be further evaluated, which 
of the already existing safety measures affects the security of the 
object/network. Security measures can have a bene� cial effect on 
safety but this topic is beyond the scope of the manual.
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» Figure 14:  Step 4 (Measure Selection)

» selección de medidas
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In each group a set of default measures are proposed by the  
manual. The method allows adapting the set of measures by adding 
or removing individual measures. 

4.3 Measure selection process
The methodology of the measure selection process allows the user 
to determine the relevant measures for each type of structure and 
for each threat, combining them into a measure catalogue. Additi-
onally, it has to be noted that this process may also be used indivi-
dually, apart from the other steps, as a �rst indication on possible 
strategies to deal with security issues. 

Furthermore, the user has the possibility to add, remove or modify 
measures. However, the relevant regulations, technical approach, 
political, societal view, legal system, etc. of the country should be 
considered. When adding a new measure, the user also has to de�ne 
a connection (effect) of the new measure on the CAV parameters 
(discussed in Step 3).
In order to get the most suitable list of measures based on the  
individual problem, the user is encouraged to choose the relevant  
parameters. In the software three different groups of parameters 
are existent:

Measure type:
First, the user can select measures according to his/her object type 
or network section. As explained in 4.2, measures are categorized 
into �ve groups. The selection process allows adapting the query 
according to the individual problem. With that, the user can choose 
between network level or object level measure. Additionally, measu-
res for all or only for one speci�c object type can be selected.

New Object or Retro�tting:
Some measures are only relevant for new objects, others only for 
existing ones. In this group of parameters the user can choose if the 
observed object is not yet constructed (new object/network) or if the 
measures should be included during a retro�tting cycle. 

CAV parameters:
By selecting individual CAV parameters the method allows us to 
obtain the output of measures according to object/network section 
speci�c criticality, damage potential and feasibility of attack para-
meters. However, it is recommended that in the �rst run of the selec-
tion process all parameters are selected and in the second run the 
set of parameters is reduced. 

4.4: Further Recommendations
The measure selection process is made according to common  
properties, characteristics and features of objects/networks in an 
automated and repetitive manner for different networks, bridges, 
tunnels and accompanying infrastructure. The advantage of this is 

that the measure selection process can be done for a great num-
ber of objects, networks with the same procedure and de�nitions.  
However, not all of the details and properties of the objects/net-
works could be included in the methodology. Therefore, a critical 
review of the output of measures is necessary. Via this review, the 
following questions should be tackled:
 
» Are measures ef�cient for the observed object/network?

» Are measures cost-justi�ed?

» Do measures cover the assessed risks?

» Are there any negative effects with the measure implementation?

» Is safety reduced because of the measures?

» �Is the overall effect of the measures combinations and decision  
��making correct?

» �Is the combination of measure selection parameters suitable and 
do they cover all major threats?

» �Are measures and their effects de�ned properly and do they  
re�ect properties of the real object?

For answering these questions, detailed investigations (Level 2) 
are necessary. These could include a detailed risk analysis with  
and without measures to received information on the effectiveness  
of a measure. Additionally, this could be supported via a cost-
bene�t analysis. Discussions on the applicability and method  
for these analyses have been presented in the research  
projects SeRoN (http://www.seron-project.eu) and SKRIBT 
(http://www.skribt.org).

Measure type Description
Network level measures Network level measures are relevant for the entire network part under consider-

ation. This means that measures are implemented for entire road network parts and 
not the objects on the former. The measures selection in is not affected by variation 
in the characteristics of the network part. Additionally, network measures are  
ef�cient to mitigate Criticality and Feasibility of attack.

General object level measures General object level measures cover those measures, which are relevant for all 
objects (bridges, tunnels and accompanying infrastructures). General measures are 
ef�cient to mitigate Criticality and Feasibility of attack.

Measures 
for bridges

All bridges Object level measures which are valid for all bridges.

Different bridge 
types

Object level measures which are relevant for speci�c bridge types according to Step 
2 of the methodology. 

Measures 
for tunnels

All tunnels Object level measures which are valid for all tunnels.

Different tunnel 
types

Object level measures which are relevant for speci�c tunnel types according to Step 
2 of the methodology.

Measures for accompanying 
infrastructures

Three additional object types are added: Operation and Control centres, Ventilation 
Stations for Smoke Extraction Systems, Other electro-technical objects and  
elements.
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PART 3: Practical Example
The following practical example illustrates the methodology based 
on a very simple part of a network. This example should help the 
user to follow the 4 step procedure. However, it should be noted that 

this example is very limited. The actual implementation of the user 
might differ in terms of scope and results.

Network CAV-Matrix Comments

1

In the beginning it has to be decided which network 
part shall be assessed and the boundaries have to be 
de�ned.

On the network part there is a set of tunnels and  
bridges. In this example, 21 objects are existent.

For the application of the subsequent steps, certain 
traf�c data and basic knowledge about the network 
part and its objects are necessary. It is assumed that 
this general data is normally available by the target 
group of this manual.

Network CAV-Matrix Comments

3

Each section is qualitatively assessed based on  
traf�c parameters such as alternative routes, an-
nual average daily traf�c (AADT), heavy goods ve-
hicle share (HGV) and suitability for special trans-
ports. Sections are either classi�ed as �very critical�,  
�critical� or �less critical�.

In this example, the north-south link is a transit route 
which is very critical due the high AADT and HGV 
share between city A and city B and the lack of al-
ternative routes. In section 4, 5 and 7 the criticality 
is decreased due to the availability of an alternative 
route for section 4 and 5 and the reduced HGV share 
in section 7. The section 2 and 3 are not on the transit 
route and of minor importance for the traf�c.

Network CAV-Matrix Comments

2

Based on general transport nodes, the network 
part is divided into 7 sections, where each section 
is numbered. The criteria to assign sections depend 
on the user, but it is recommended to use the same 
traf�c parameters as in step 1A for the criticality 
assessment.

In this example, there are two main cities and two 
industrial areas in the north and south which are 
connected via a main road. In between, the link is 
split into two equivalent roads.
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Network CAV-Matrix Comments

4

In step 1B the attractiveness assessment is 
performed for all objects on the network part, 
based on parameters like symbolic value, high 
number of fatalities or other secondary effects 
in case of an attack onto the infrastructure. Ob-
jects are either �very attractive�, �attractive� 
or �less attractive�.

In this example, most of the objects are less at-
tractive except for some internationally known 
tunnels and bridges (e.g. historic bridge which 
is important for the townscape, tunnel on a 
route to holiday area and well-known due to 
news about congestion during summer, etc.). 
Those objects are assessed with a different de-
gree of attractiveness.

Network CAV-Matrix Comments

5

As mentioned, step 1 can be used as pre-selec-
tion method in order to reduce the number of 
objects assessed in the next steps. Depending 
on the individual priorities, the user has to de-
cide which objects shall be assessed in step 2. 
The CAV-matrix gives the user the opportunity 
to rank the sections/objects according to the 
de�ned priority.

In this example, �rst priority is given to critical-
ity, followed by attractiveness. Furthermore, it is 
decided that very critical and critical sections, 
as well as very attractive and attractive objects 
shall be further assessed. This results in a de-
tailed vulnerability assessment of 16 objects.
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CAV-Matrix Comments

6

In the vulnerability assessment in 
step 2, the overview table (avail-
able for tunnels and bridges) is used 
to categorize the objects. The table 
contains default values valid for 
common bridges and tunnels with-
out any special characteristics.

Beginning from the �rst object in 
the matrix, object 1_1 is a moderate 
statically undetermined bridge with 
the construction material concrete 
and a solid superstructure section.

According to the SecMan categori-
zation, it is bridge type B04 with the 
default vulnerability score of 136.

CAV-Matrix Comments

7

The manual gives the user the possi-
bility to adjust the damage potential 
and/or feasibility of attack according 
to the speci�c characteristics of the 
assessed bridge.

Adjustments can be made in case of 
for example:

» �protection measures are already 
implemented (e.g. blast protec-
tion) àreduce damage potential 

» �access to speci�c bridge is  
dif�cult due to topographic  
circumstances àaccess & transport 
is 0 for all threats 

» etc.

It is recommended to make adjust-
ments for every object within the 
study. However, this is not a pre-req-
uisite since the method can be ap-
plied with the default values as well
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CAV-Matrix Comments

8

After repeating step 2 and assessing the vulnerability 
for all prioritized objects, the results can be entered 
into the CAV-matrix.

Note: Due to the possibility of user adjustments, two 
objects of the same object type can have different 
vulnerabilities.

Now step 1 and step 2 are �nished and the CAV-
matrix is complete. The main process in step 3 is 
the decision setting of the priority of the three CAV- 
parameters. Depending on the priorities set by the 
user, the ranking of objects can differ signi�cantly. 
The following example shows that by setting different 
priorities three different objects can be top-ranked:

» 1. Criticality, 2. Attractiveness: object 1_3

» 1. Criticality, 2. Vulnerability: object 6_3

» 1. Attractiveness, 2. Vulnerability: object 4_2

It lies within the responsibility of the user to prioritize 
the CAV parameters according to his strategic goals.

This �nal ranking can be used as input into step 4 
or to identify relevant objects for further assessment 
(e.g. detailed risk assessment).

CAV-Matrix Comments

9

The result of the decision-making pro-
cess in step 3 is a (reduced) list of  
objects which are ranked according to their  
priority to implement measures.

In this example, the �rst priority is set to 
criticality and then to vulnerability. That is 
why, the �rst object on the list is object 6_3 
which is on a very critical network section 
and has a total vulnerability score of 510.

To reduce the overall security risk,  
measures to reduce the criticality and  
vulnerability have to be identi�ed.

The detailed vulnerability sheet of the  
speci�c object is used to identify the 
threats with the highest damage poten-
tial (major explosion, BLEVE and major 
�re) and the critical feasibility of attack  
parameters.

In the next step, measures shall  
be identi�ed to reduce the damage  
potential as well as the feasibility of attack  
parameters.
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CAV-Matrix Comments

10

The measure selection software 
supports the user in identify-
ing appropriate measures for 
the speci�c object based on the  
de�ned priorities.

In the software tool, the  
measure selection process is  
started and the following options 
are checked: 

» �Network measures on network 
level 

» �General measures and tunnel 
type T10 speci�c measures on 
object level 

» �Measures for all criticality  
parameters 

» �Measures for speci�c damage 
potential parameters 

» �Measures for specic feasibility 
of attack parameters

After submitting the query, the 
software tool lists a set of 21  
recommended measures. For each 
measure a fact sheet contain-
ing detailed information is avail-
able in the annex. Based on this 
list, the user can decide which  
measures can be implemented 
for the individual object in this  
speci�c case.

CAV-Matrix Comments

8

After repeating step 2 and assessing the vulnerability 
for all prioritized objects, the results can be entered 
into the CAV-matrix.

Note: Due to the possibility of user adjustments, two 
objects of the same object type can have different 
vulnerabilities.

Now step 1 and step 2 are �nished and the CAV-
matrix is complete. The main process in step 3 is 
the decision setting of the priority of the three CAV- 
parameters. Depending on the priorities set by the 
user, the ranking of objects can differ signi�cantly. 
The following example shows that by setting different 
priorities three different objects can be top-ranked:

» 1. Criticality, 2. Attractiveness: object 1_3

» 1. Criticality, 2. Vulnerability: object 6_3

» 1. Attractiveness, 2. Vulnerability: object 4_2

It lies within the responsibility of the user to prioritize 
the CAV parameters according to his strategic goals.

This �nal ranking can be used as input into step 4 
or to identify relevant objects for further assessment 
(e.g. detailed risk assessment).

CAV-Matrix Comments

9

The result of the decision-making pro-
cess in step 3 is a (reduced) list of  
objects which are ranked according to their  
priority to implement measures.

In this example, the �rst priority is set to 
criticality and then to vulnerability. That is 
why, the �rst object on the list is object 6_3 
which is on a very critical network section 
and has a total vulnerability score of 510.

To reduce the overall security risk,  
measures to reduce the criticality and  
vulnerability have to be identi�ed.

The detailed vulnerability sheet of the  
speci�c object is used to identify the 
threats with the highest damage poten-
tial (major explosion, BLEVE and major 
�re) and the critical feasibility of attack  
parameters.

In the next step, measures shall  
be identi�ed to reduce the damage  
potential as well as the feasibility of attack  
parameters.
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